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Facts aboue-services In Estonia

A 100% of schools and government organizations have broadband
connection

A 79% of have computer at home (2013)

A mParkingn main cities

A 83% of households have broadband connection (2014)
A 99% of bank transfers are performed electronically

A 96% of income tax declarations are made via the
ETax Board (2014)

A 31% of votes were cast over the internet on (2014)
A 62% of persons have completed theensus (2012)
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Maiim taskss of Estontann eHealth
Foundation

A Development of Estonian Health Information
System (HIS) services

A Coordination of information systems
harmonization used by medical professionals

A Management of standardization process,
Including classifications administration

A Housing HIS and other supportive systems
A International cooperation
A Scientific cooperation with  universities
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20001 2010 health information exchange,
focus on health data
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Estonian eHealth,
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|78
Laws that regulate eHealth area ﬁ
1. Health Care Services Organisation Act; |

2. Statute of Health Information System (governments Statute no 131 August 14"
2008);

3. The Statute no 53 September 17t 2008 of Ministry of Social Affairs on The
Composition of Data, Conditions and Order of Maintaining of the Documents
Forwarded to the Health Information System;

4. Data protection law;
5. Public Information Act.

All healthcare providers must send data to Health Information System

Access only to licensed medical professionals (other persons have access to
personal data in the HIS if such right arises from law)

ID card for authentication and digital signature

Patient has the right to close his/her own data collected in the central database (opt
out)

Patient can access thei)r own data (Pat.
Patient can declare their intentions and preferences
Patient can monitor visits to their HIS. (All actions will leave secure trail).
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eHealth services
INn Estonia
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ePrescription
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Threelayer developmentmodel of EstonianHealth Information System

Institutional and user

level cooperation

Enduser software

development and
data exchange services

Central System

Database and
related services

A Userneeds

A Process Descriptions
A Data sets

A Standards

A Legal Framework

A Training programs

A Endusersoftware
A Userlnterface
A Datainput
A Data Visualisation
A Datafilters
Data transmission

T

Data transmission
Central services
External services
Database model
Infrastructure
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Major architectural decisionsf HIS

A Integration through Central system
i OptoutL2 f AO& AYy FT2NX oL 0ASYld OFYy
A XML basedHL7 v3extended) messages
A Documentsare kept in XML format (HL7 CIRE)
A Allidentifiershave OIBs

A Only final versions of clinical documents are sent into
central system

A Reuse of national infrastructure
I ID card for authentication and digital signature
| Xroad for secure communication



STATE AGENCY OF MEDICINES

- Coding Centre
- Handlers of medicines

Estonian eHealth architecture

HEALTH CARE BOARD
- Health care providers

- Heallth professionals

- Dispensing chemists

POPULATION REGISTER

BUSINESS REGISTER

HOSPITALS

2009

FAMILY DOCTORS

2009

PHARMACIES
2010 january

SCHOOL NURSES
= 2010 september

PRESCRIPTION
CENTRE
2010 january

HEALTH INSURANCE
FUND REGISTER

<

Road,|D-card, State IS Service Register

PATIENPORTAL
2009
2013 v2

DOCTOR PORTA
2013

SOCIAL
INSURANCE
BOARD
PORTAL
2012

XROADGATEWAY XROAD GATEWAY
SERVICE FOR EMERGENCY
2009 SERVICE®14
PHARMACIESND B
EAMILYDOCTORS SERVICE MOBILE
WORKSTATIONS

~—— |
S

NATIONWIDE
HEALTH
INFORMATION
SYSTEM

2008 december

_—

STATISTICS
PORTAL 2013




eHealth copies e-state architecture
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HiSintegration through XRoad
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Demographics
Mari-Liis

47595064059

Diagnosis

Allergy

pollen

Document processing

Agents

Health record

Demographics

Timecritical reports




Query processing

Patient

Agents

Health record

Record type

Patsient

47595064059

Diagnosis
Diagnosis

Diagnosis

Diagnosis: chickenpox

Document no: 103

Hospital : PERH

Warning, some documents
are closed !




SECURITY & AUTHENTICATION




The6 main principleso6 whale< of
security of EstoniareHealth system

1. A secure authentication of all users with ID-card or Mobile ID
2. Digital signing or stamping of all medical documents

3. A maximum accountability (transparency): all actions will leave an
unchangeable (and unremovable) secure tralil

4. Coding of personal data: separating of personal data from medical
data

5. Encrypted database that allows to remove the confidentiality risk
from the technical administrators

6. Monitoring of all actions together with the corresponding counter-
measures (both organizational and technical)
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STANDARDS




Standards

A HL7v3and DICOMPicture Archive)

A International ¢assification ICD10, LOINC, NCSP,
ATC

AQauzyAly SISIFfadKQa hL5

A Estonian eHealth classificators

I Published in publishing centrdtp://pub.e-tervis.ee

I Classificators are regulated by government act
https://www.riigiteataja.ee/akt/12910889



http://pub.e-tervis.ee/
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Patient portal new design (live 2013 june)



